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Readiness, 
Response, 
Recovery
FERMA 2019 – Security incident response



Crisis Events





How some 
insurance policies work

Pre-incident services Post-incident support

Examples
Corporate Insurances

Cyber, Terrorism and Active Assailant / Shooter, Business 
Travel Accident, Special Crime (Kidnap Ransom Extortion) 



Pays directly the fees of Control Risks and International SOS 

the occurrence the suspicion the allegation the imminent 
threat

Can be
triggered
on: 

of an insured
event

What is SIR?

Reimburses expenses incurred in mitigating the insured event

Before
an event

During
an event

After
an event

A unique
product that 

enables 
you to:

56
insured
events

Prepare for
Respond to
Recover from



Insured events

Cyber and information risks
Compliance, fraud, 
reputation Extortive risks

Personnel risks
Continuity
and property risks Political risks



Things you can do
Action Description Deadline Complete

1 Build a relationship with Security and Compliance

2 Find out what is already in place

3 Get the same senior stakeholder – make Risk 
Management, Security, Compliance symbiotic

6
Represent what you’ve done to protect the 
organisation, where you’ve invested and what the 
effect/outcome is

4 Explain why you need a say in the selection of certain 
products

5 Embed the idea in your team



Thank you!



Please help us improve the quality of our event by 

filling in our evaluations

• Directly on our mobile application

• Paper evaluation form to give back to our hostess at 

the end of the session
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Who is 
International SOS?
The world’s leading medical & 
travel security services company



International SOS provides 
medical, security, and travel 
advice as well as 24/7 emergency 
assistance worldwide. 

5,200
Medical
Professionals 

2,600
Security 
Specialists

99
Languages



INTEGRATED TRAVEL RISK 
MITIGATION

Travel Risk Management
Empowering your resilience 

INCIDENT PREVENTION INCIDENT & CASE MANAGEMENT

þ Assess
Assess all possible risks.

þ Prepare
Mitigate risks and stay 
informed about how these risks 
are changing.

þ Educate
Provide information about risk 
and train your people.

þ Notify
Know when something is happening.

þ Advice
Quickly understand what an incident 
means to you and what you should do.

þ Locate & Communicate
Know where your people are and 
communicate to confirm their status.

þ Assist
Provide easy access to medical & 
security support.

þ Medical & Security Evacuation
If required be prepared for 
evacuations

þ Insights
Learn from past events to better 
prepare in future.

þMedical & 
Security 
Evacuation
If required be 
prepared for 
evacuations.
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Security Incidents

How likely are Security Evacuations?



INTEGRATED TRAVEL RISK 
MITIGATION

Security Operations Escalations 
July 2018-June 2019

USA, Natural Disaster
Indonesia: Natural Disaster

India: Natural Disaster

USA: Natural Disaster
Iraq, Social Unrest 

Japan: Natural Disaster
Asia Region: Natural Disaster

Cameroon, Elections 
Germany, Terrorism 
Tunisia, Terrorism

USA, Suspicious packages 
Mexico: Natural Disaster 

USA: Natural Disaster
Maldives: Election

Indonesia: Natural Disaster
Sri Lanka: Election 

Ukraine: Martial Law 
Haiti: Social Unrest 

USA: Natural Disasters  
USA/Mexico: Travel Restriction 

Israel / Palestine: Conflict 
Bangladesh: Election 

Sudan: Social Unrest
France: Terrorism 
Iran: Social Unrest 

DRC: Election 
Indonesia: Natural Disaster 
US/China: Political Tensions

JUL AUG SEP OCT NOV DEC JAN FEB MAR APR MAY JUN

Nigeria: Elections
Algeria: Elections 

India/Pakistan: Cross-border escalation
Haiti: Political Crisis

Comoros: Elections
US/Worldwide: Boeing 737 

Max safety 
Venezuela: Political Crisis

Sudan: Popular Protests
Libya: Tripoli Offensive 

Venezuela: Political Crisis
Sri Lanka Terrorism

Algeria: Elections

Iraq-US: Diplomatic Tensions
Algeria: Elections 

France:  Parcel Bombing 
Hungary: Tourist boat collision

Haiti, Social Unrest
Iraq,  Social  Unrest

Japan: Natural Disaster

Gabon: Attempted coup
US/Canada- China Travel Advisories

Sudan – Popular protests
Zimbabwe – Popular protests

Kenya – Terrorism 
Ethiopia – Aircraft crash

Mozambique Natural Disaster  

Sudan: Popular Protests 
Ethiopia: Coup Attempt

Iran-US: Diplomatic Tensions
Algeria: Elections 
Tunisia: Terrorism
DRC: Social Unrest



Three main 
challenges
companies 
are facing  
regarding
evacuation planning

§CHALLENGE 1: No plan

§CHALLENGE 2: Plan exists, but outdated

§CHALLENGE 3: Plan exists, updated, but not known to 
relevant stakeholders
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Are you prepared? – Best Practice

Escalation 
Planning



ESCALATION 
MANAGEMENT 
PLAN

Comprehensive policy framework and guidelines to enable management decision-
making during a crisis situation.

LOCAL 
EVACUATION 
PLAN

Details the actions and movements required to safely evacuate members on the 
ground.

SIMULATION 
EXERCISE

Test management decision-making through a scenario-based workshop.

ESCALATION 
MATRIX

Detailed, tailored, location-specific decision-making tool that helps you identify 
when the security situation is deteriorating. 

PLAN UPDATE Update your plans to account for changes in the security environment.

Staying prepared with a comprehensive plan



Escalation Management Plan

FEATURES AND BENEFITS

• Identify key decision makers 

• Clarify roles and responsibilities
• Improve decision-making through the early 

identification of threats

• Ensure communications procedures and support 
capabilities are in place, and understand how to 
activate them

• Complete necessary evacuation administration 
regarding:
o Dependents
o Money, passports and visas
o Food, water and medication
o Equipment and belongings

ORGANISATION CHARTS
So your team are clear on their 
roles and responsibilities during 
a crisis 

DECISION TOOLS
To prompt quick and 
effective decisions 

COMPANY EVACUATION LEVELS
Tiered approach to help you know exactly 
how to respond to gradual or sudden 
changes



Local Evacuation Plan

FEATURES AND BENEFITS

• Clearly define movement options and phases

• Pre-identify key locations, routes and tasks required 
to conduct a timely and safe evacuation
o Ports of Departure
o Evacuation Assembly Areas
o Stand Fast options
o International Safe Havens
o Internal relocation options
o Evacuation options and routes
o Contact lists
o Evacuee briefings, checklists and release forms
o Organisation/location communications strategy
o Evacuation Pocket Guide

KEY LOCATIONS
Maps and details of assembly 
and departure areas help you 
familiarise yourself with important 
locations

EVACUATION PROCEDURES
Clearly defined steps to help 
you manage a crisis

EVACUATION ROUTES
Multiple routes to primary and alternative 
evacuation assembly areas to ensure you 
have a range of options



Escalation Matrix

• What are the types of events that would directly 
influence a decision to evacuate? 

• How can you systematically identify an increase in the 
threat level?

FEATURES AND BENEFITS

• Identify the triggers that need to be reached in order to 
impose travel restrictions and/or make a decision to 
evacuate. They typically cover the following issues:

o Targeting of foreign interests  
o Threat of terrorist attacks
o Political stability
o Civil unrest
o Conflict
o Road / Air travel
o Access to medical care

• Understand your risk threshold and define essential 
and non-essential staff

TAILORED FOR YOUR NEEDS
Escalation matrices can be 
purchased individually as 
required, or as part of the 
Escalation Management Plan



Simulation Exercise

FEATURES AND BENEFITS

• Explore likely evacuation scenarios / triggers and 
exercise existing plans to ensure that if the need 
arises, they can be executed smoothly.

• Clarify roles and responsibilities .
• Identify any shortfalls in preparation and planning 

and create a list of actions that can be 
implemented to improve the effectiveness of crisis 
response.

EXPLORE EVACUATION 
SCENARIOS
Give plans a test-run to ensure 
your staff can successfully 
implement them in a crisis.



Plan Update

KEEP YOUR PLANS RELEVANT
We can perform a regular review to ensure your 
escalation triggers, procedures, key contacts 
and routes are all up-to-date.



Leverage the benefits of International SOS’ partnership with 
Hiscox with regards to risk mitigation allowances and 
integrated operational and billing procedures.

Escalation 
Planning = Risk 
Mitigation



Visit International SOS at booth 54 or contact 
our expert Martin Bauer, 
martin.bauer@internationalsos.com or
+49 (0) 172-76 66 371

Thank you!

mailto:martin.bauer@internationalsos.com


Please help us improve the quality of our event by 

filling in our evaluations

• Directly on our mobile application

• Paper evaluation form to give back to our hostess at 

the end of the session


